
We rely heavily on computer and 
data technology to keep our 
businesses efficient and productive 

But incidents of Data Breach and Cyber Attack are 
becoming frequent, costly and complex. 

In the insurance industry, “Data Breach” and “Cyber 
Attack” coverages are often used interchangeably, 
yet they remain distinct in terms of: 

• Definition
• Triggers
• Losses
• Affected parties

Heartland Farm Mutual has bundled these together 
into one endorsement providing the most 
comprehensive coverage available. 

The following table provides an 
easy reference guide comparing 
two complimentary coverages:   
Data Compromise and CyberOne® 

Data Breach or Cyber Attack? 

The difference, and why it matters 



Data Compromise 

Aggregate Limit $50,000 
Deductible: $2,500 

CyberOne 

Aggregate Limit $50,000 
Deductible: $2,500 

Event Insured Against Data Breach Cyber/Computer Attack 

Intent 
Helps businesses notify and assist individuals 
following a breach of personally identifying 
information 

Protects business against damage to electronic 
data and computer systems from a computer 
attack 

Coverages 

Responds to breach, theft or unauthorized 
disclosure of personal information. 

Policy assists the insured in complying with data 
breach notification laws and requirements. 

Offers services to affected individuals such as 
credit flagging and case management 

Pays for defense and liability costs for actions 
brought by affected individuals as a result of a 
breach of personal information 

Responds to events that damage or degrade 
data and systems 

Coverage pays for defense and liability costs for 
an insured’s security system failure, including 
the breach of third party business information. 

Beneficiary of Coverage The business itself The business itself 

First Party Coverage 
Personally identifying information relating to 
individual people (includes employees, 
customers and vendors). 

Business Operation software, operating systems 
and electronic data. 

First Party Trigger 
Loss, theft or inadvertent release of personal 
information 

Damage or destruction of business operational 
data and software by way of a computer attack 

How can an event happen? 

• Electronic theft
• Physical theft or electronic data
• Physical theft of hard copy files
• Procedural errors

• Hacking
• Virus or other malicious code
• Denial of service attack

Summary of First Party 
coverage response 

• Forensic IT expense – Sublimit $5,000
• Legal consultation expense – Sublimit $5,000
• Expenses related to notifying affected

individuals and regulatory authorities
• Credit flagging and case management

services to affected individuals
• Public relations expenses – Sublimit $5,000

Cost of recovering from the computer attack 
including: 
• Data Restoration
• Recreation of Data – sublimit of $2,500
• Systems Restoration
• Loss of Business – sublimit $10,000
• Public Relations expenses – sublimit $5,000 

Third Party Trigger 

Insured’s receipt of a third party suit or claim 
arising out of the first party triggering an event 

Insured’s receipt of a third party suit or claims 
alleging that a failure of the insured’s computer 
security allowed one of the following to occur: 
• Breach of third party’s business information
• Transmission of malware to that third party
• Denial of service attack targeting that third

party

Summary of Third Party 
coverage response 

Costs of defense, costs of settlement or 
judgment 

Costs of defense, costs of settlement or 
judgment 

Examples of events leading 
to losses 

• Malware
• Inadvertent employee or contractor mistakes
• Hacking
• Injection of SQL
• Malicious insider
• Lost, stolen or hijacked device

• Malicious insider
• Denial of service attack
• Malicious code
• Worms, viruses, Trojans
• Social engineering, phishing, farming, spear

phishing
• Website takeover via mass injection attack

For all coverages, terms, conditions and exclusions, refer to Actual Insurance Policy 



10 
ways to help
prevent a data 
breach

What’s the best way to protect a 
business from a data breach?

“Think like a hacker”, say the experts, and 
improve security so cyber criminals will 
move on to the next target. 

Heartland Farm Mutual has teamed up with 
security specialists to develop a list of tips 
to help your business protect the private 
information that you keep on customers, 
employees and others.

A data breach puts reputations and 
relationships at risk. 

Accountant’s Office 
A burglar broke into an accountant’s office and 
stole a computer with the tax records of 800 
clients.  Clients were urged to contact their banks 
and place fraud alerts on their credit files. 

Cost of notification and services $28,000 

Physician’s Office 
Three external back-up hard drives with private 
personal records from 300 patients were stolen 
from a locked physician’s office. 
Notifications were sent to affected individuals 
advising them to place fraud alert with credit 
bureaus and to monitor their credit reports and 
other financial statements.

Cost of notification and services $10,500 

 This article is for informational purposes only.   

 All recommendations are general and are not intended to be exhaustive or complete. 



6. Stop transmission of data that is not encrypted.
Mandate encryption of all data.  This includes
data at “rest” and “in motion”

7. Secure your browser.
With the growing popularity of watering holes
–malicious code installed on trusted websites- 
how do you know which websites you can
trust?  Forget individual patches.  Focus on
keeping up to date with the latest version of
your browser.  Then test your browser’s
configuration for weakness.

8. Secure your operating system.
It’s far easier to break into older operating
systems like Windows XP or OSX 10.6.  Take
advantage of major security improvements
baked into newer operating systems.

9. Secure your router.
It connects your computer to the Internet.
Make sure someone can’t intercept all the data
sent through it.  It’s important to set a strong
admin password on your router and a WPA2
password on your Wi-Fi.

1. Outsource payment processing.
Avoid handling card data on your own.  Reputable 
vendors, whether it’s for Point-of-Sale or web 
payments, have dedicated security staff that can 
protect the data better than you can.

2. Separate social media from financial activity.
Use a dedicated device for online banking.  Use a 
different device for email and social media. 
Otherwise, just visiting one infected social site 
could compromise your banking machine and your 
savings account.

3. Think beyond passwords.
Never reuse them and don’t trust any website to 
store them securely.  You can never tell when a 
website has already been hacked and your 
password has been exposed.   Set up a two-factor 
authentication; this sends a secret code to your 
phone verifying your identity.

4. Educate and train employees.
Establish a written policy about data security, and 
communicate it to all employees.  Educate 
employees about what types of information are 
sensitive or confidential and what their 
responsibilities are to protect that data.  Also, most 
scams and malicious attacks arrive through email 
so be sure your team is prepared and alerts others 
when they are received.

5. Stay informed.
Evaluate the entire chain of events in a potential 
attack.  From assessing your email infrastructure to 
your users’ responsiveness to your browser’s 
vulnerability, identify where your organization is 
most at risk.  Then, question the security posture of 
your business lines, vendors, suppliers or partners. 

10. Secure your data.

Whether you lose data to an accident or an
attack, you’ll always be glad to have a backup.
Ideally, your backups should be encrypted and
off-site in case there’s a fire or burglary

THINK LIKE A HACKER 

And protect your business’ private 

information with these tips 

As a policyholder, you receive free access to 

eRiskHub®, a portal providing valuable data  

risk management tools, content and resources. 

See your policy declaration for details  
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